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INSPECTOR GENERAL 
DEPARTMENT OF DEFENSE 

400 ARMY NAVY DRIVE 
ARLINGTON, VIRGINIA 22202 

October 1, 1999 

MEMORANDUM FOR COMMANDER, ALASKAN COMMAND 
COMMANDER, U.S. ARMY ALASKA 

SUBJECT: Audit Report on Year 2000 Issues Within the U.S. Pacific Command's 
Area of Responsibility-Alaskan Command (Report No. 00-001) 

This report is the eighth in a series resulting from our audit of "Year 2000 
Issues Within the U.S. Pacific Command's Area of Responsibility." This report 
discusses year 2000 issues for the Alaskan Command. 

We are providing this report for review and comment. We considered 
management comments on a draft of this report in preparing the final report. DoD 
Directive 7650.3 requires that all audit recommendations be resolved promptly, and 
there is special urgency regarding year 2000 conversion issues. Alaskan Command 
comments were generally responsive. As a result of management comments, we 
revised Recommendation A.l. No further response from Alaskan Command is 
necessary. U.S. Army Alaska has misinterpreted Recommendations B.l. and B.3. and 
comments on Recommendation B.2. were partially responsive. Therefore, we request 
that U.S. Army Alaska provide additional comments on Recommendations B.l., B.2., 
and B.3. by October 29, 1999. 

We appreciate the courtesies extended to the audit staff. Questions on the audit 
should be directed to Mr. Robert M. Murrell at (703) 604-9210 (DSN 664-9210) 
(rmurrell@dodig.osd.mil) or Mr. Young J. Jin at (703) 604-9272 (DSN 664-9272) 
Ofjin@dodig.osd.mil). See Appendix D for the report distribution. The audit team 
members are listed inside the back cover. 

Robert J. Lieberman 
Assistant Inspector General 

for Auditing 



Office of the Inspector General, DoD 

Report No. 00-001 October 1,1999 
(Project No. 8CC-0049.08) 

Year 2000 Issues Within the U.S. Pacific Command's 
Area of Responsibility 

Alaskan Command 

Executive Summary 

Introduction. This is one in a series of reports being issued by the Inspector General, 
DoD, in accordance with an informal partnership with the Chief Information Officer, 
DoD, to monitor DoD efforts to address the year 2000 computing challenge. For a list 
of audit projects addressing the issue, see the year 2000 web pages on the IGnet at 
http: //www. ignet. gov. 

Objectives. The overall audit objective was to evaluate whether the U.S. Pacific 
Command adequately planned for and managed year 2000 risks to avoid disruptions to 
its mission. Specifically, we evaluated the overall year 2000 program management and 
the management of contingency plans by the Alaskan Command. 

Results. The Alaskan Command had taken actions to ensure mission capability through 
the year 2000 transition period and had begun year 2000 outreach coordination with 
civil authorities and other Federal agencies in Alaska. In addition, the Alaskan 
Command had completed year 2000 assessments of its 29 mission-critical systems. As 
of June 4, 1999, 24 of the 29 mission-critical systems were year 2000 compliant and the 
last system should be compliant by October 30, 1999. The Alaskan Command also had 
prepared year 2000 contingency plans for all of its mission-critical systems and had 
exercised the plans. However, the Alaskan Command needed to prioritize workarounds 
to ensure critical mission accomplishment if resources prove inadequate. The Alaskan 
Command also needed to improve the coordination of workarounds outlined in its 
various year 2000 contingency plans to ensure sufficient resources are in place if 
simultaneous workaround measures are implemented (finding A). 

In contrast, U.S. Army Alaska started its year 2000 conversion effort late. As of 
September 27, 1999, 57 of 62 required contingency plans had been prepared. Once 
prepared, U.S. Army Alaska will need to exercise the contingency plans, prioritize 
workarounds to ensure critical mission accomplishment if resources prove inadequate, 
and coordinate workarounds outlined in its year 2000 contingency plans to ensure 
sufficient resources are in place if simultaneous workaround measures are implemented 
(finding B). 

Summary of Recommendations. We recommend that the Commander, Alaskan 
Command, continue to track and monitor the renovation of the noncompliant system 
and finalize the prioritization and coordination of workarounds outlined in its 
contingency plans to ensure mission accomplishment if workarounds are needed 



simultaneously. We recommend that the Commander, U.S. Army Alaska, immediately 
implement vigorous year 2000 efforts, including assessment verification, contingency 
planning, and workaround prioritization and coordination efforts, to ensure the 
accomplishment of U.S. Army Alaska critical missions. 

Management Comments. The Commander, Alaskan Command, concurred with the 
recommendations to track and monitor the renovation of the noncompliant system and 
finalize the prioritization and coordination of workarounds outlined in its contingency 
plans. He stated corrective actions had been taken based on preliminary 
recommendations. U.S. Army Alaska concurred, partially concurred, and 
nonconcured with elements of the finding by stating that the report did not accurately 
indicate U.S. Army Alaska year 2000 responsibilities and readiness. Management 
comments on the finding are discussed in Appendix C. U.S. Army Alaska concurred 
with the recommendations, stating that it would increase monitoring efforts in regard to 
risk assessment, continue efforts in regard to continuity of operations plans, and 
develop specific year 2000 operational contingency plans. A discussion of management 
comments on the recommendations is in the Finding section of the report, and the 
complete text of the comments is in the Management Comments section. 

Audit Response. Commander, Alaskan Command, comments were generally 
responsive. As a result of management comments, we revised one recommendation 
slightly. No further response is required. U.S. Army Alaska has misinterpreted the 
recommendation to verify the accuracy of year 2000 assessments of mission-critical 
systems. Monitoring risk assessments does not meet the intent of the recommendation. 
U.S. Army Alaska comments were partially responsive to the recommendation to 
develop and exercise year 2000 contingency plans for mission-critical systems. The 
monitoring efforts described by U.S. Army Alaska need to include operational 
contingency plans, which U.S. Army Alaska will also need to develop, when 
necessary, and exercise. U.S. Army Alaska has misinterpreted the recommendation to 
perform the prioritization and coordination of workarounds outlined in the contingency 
plans. We request that U.S. Army Alaska provide additional comments in response to 
the final report by October 29, 1999. 

u 
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Background 

This report is the eighth in a series resulting from our audit of "Year 2000 
Issues Within the U.S. Pacific Command's Area of Responsibility." This report 
discusses year 2000 (Y2K) issues for the Alaskan Command (ALCOM). Other 
reports in the series that have been issued as final reports are identified in 
Appendix B. 

DoD Y2K Management Strategy. In his role as the DoD Chief Information 
Officer, the Assistant Secretary of Defense (Command, Control, 
Communications, and Intelligence) is coordinating the overall DoD Y2K 
conversion effort. The Assistant Secretary of Defense (Command, Control, 
Communications, and Intelligence) issued various iterations of a Y2K 
management plan to provide direction and make the DoD Components 
responsible for implementing the five-phase Y2K management process. The 
"DoD Year 2000 Management Plan, Version 2.0" (DoD Management Plan), 
December 1998, is the most current iteration. 

The Joint Chiefs of Staff. The Chairman of the Joint Chiefs of Staff is the 
principal military adviser to the President, the Secretary of Defense, and the 
National Security Council. The Secretaries of the Military Departments assign 
all forces under their jurisdiction to the unified commands to perform missions 
assigned to those commands. The Joint Staff assists the Chairman of the Joint 
Chiefs of Staff with unified strategic direction of the combatant forces; unified 
operation of the combatant commands; and integration into an efficient team of 
air, land, and sea forces. 

U.S. Pacific Command. The U.S. Pacific Command (USPACOM) is the 
largest of the nine unified commands of the Department of Defense. It was 
established as a unified command on January 1, 1947, as an outgrowth of the 
command structure used during World War II. The USPACOM area of 
responsibility includes 50 percent of the earth's surface and two-thirds of the 
world's population. It encompasses more than 100 million square miles, 
stretching from the west coast of North and South America to the east coast of 
Africa and from the Arctic in the north to the Antarctic in the south. It also 
includes Alaska, Hawaii, and eight U.S. territories. The overall mission of 
USPACOM is to promote peace, deter aggression, respond to crises, and, if 
necessary, fight and win to advance security and stability throughout the Asian- 
Pacific region. 

USPACOM, located at Camp H.M. Smith, Hawaii, is supported by Component 
commands from each Service: U.S. Army Pacific (USARPAC), U.S. Pacific 
Fleet, U.S. Pacific Air Forces, and Marine Forces Pacific. In addition, 
USPACOM exercises combatant command over four sub-unified commands 
within the region. The sub-unified commands are U.S. Forces Japan, U.S. 
Forces Korea, ALCOM, and Special Operations Command Pacific. 



Alaskan Command. ALCOM is responsible for maintaining air sovereignty, 
deploying forces worldwide for contingencies, providing support to Federal and 
State authorities during civil emergencies, and conducting joint training for 
rapid deployment of combat forces. ALCOM combined forces include about 
24,000 Service personnel assigned to U.S. Army Alaska (USARAK), U.S. 
Naval Forces Alaska, and the 11th Air Force. USARAK, U.S. Naval Forces 
Alaska, and the 11th Air Force report directly to USARPAC, U.S. Pacific 
Fleet, and U.S. Pacific Air Forces, respectively, on Service and Component 
issues and to ALCOM on Alaska-specific matters and joint responsibilities. The 
Commander, ALCOM, also serves as Commander, Alaskan North American 
Aerospace Defense Command Region, and Commander, 11th Air Force. 

U.S. Army Alaska. The USARAK mission is to deploy rapidly in the 
Pacific theater and elsewhere as directed in support of contingency operations 
and USPACOM objectives. 

U.S. Naval Forces Alaska. The U.S. Naval Forces Alaska mission is 
maritime safety, search and rescue, law enforcement of territorial waters, and 
maintenance of navigational maritime aids. The Commander of the 17th U.S. 
Coast Guard District also serves as the Commander, U.S. Naval Forces Alaska. 

11th Air Force. The 11th Air Force mission is to maintain air 
superiority in Alaska and support Alaska-based ground forces and combat-ready 
air forces for employment by unified commanders. 

State of Alaska Year 2000 Program. An Alaska Y2K Task Force was 
established in February 1998 to ensure that all branches of State government 
were adequately addressing the State of Alaska's Y2K issues. In August 1998, 
the Office of the Governor, State of Alaska, established the Y2K Project Office 
to coordinate Y2K efforts and to assist State and local government agencies in 
meeting the challenge of the Y2K problem. For more information on Alaska's 
Y2K status, visit the State of Alaska Y2K web site at 
http://www.state.ak.us/y2000. 

Objectives 

The overall audit objective was to evaluate whether USPACOM adequately 
planned for and managed Y2K risks to avoid disruptions to its mission. 
Specifically, we evaluated the overall Y2K program management and the 
management of contingency plans by ALCOM. See Appendix A for a 
discussion of the audit scope and methodology and Appendix B for a summary 
of prior coverage. 



A. Status of the Alaskan Command 
Year 2000 Program 
ALCOM had taken actions to ensure mission capability through the Y2K 
transition period and had begun Y2K outreach coordination with civil 
authorities and other Federal agencies in Alaska. In addition, ALCOM 
had completed Y2K assessments of its 29 mission-critical systems. As of 
June 4, 1999, 24 of the 29 mission-critical systems were Y2K compliant 
and the last system should be compliant by October 30, 1999. ALCOM 
also had prepared Y2K contingency plans for all of its mission-critical 
systems and had exercised the plans. However, ALCOM needed to 
prioritize workarounds to ensure critical mission accomplishment if 
resources prove inadequate. ALCOM also needed to improve the 
coordination of workarounds outlined in its various Y2K contingency 
plans to ensure sufficient resources are in place if simultaneous 
workaround measures are implemented. As a result, ALCOM needed to 
keep working through the time remaining in 1999 to minimize Y2K risk. 

Year 2000 Program Actions 

The ALCOM leadership had taken actions to ensure mission capability through 
the Y2K transition period. The actions included: 

• establishing a Y2K Executive Steering Group and 

• publishing ALCOM Y2K Operation Order (OPORD). 

Y2K Executive Steering Group. The Commander, ALCOM, chairs the Y2K 
Executive Steering Group, which was established in November 1998 to ensure 
that military Y2K efforts throughout Alaska are integrated and comprehensive. 
Membership includes leaders from the Services as well as National Guard and 
Reserves who are stationed in Alaska. Military organizations in Alaska had 
briefed the Commander with Y2K updates monthly since November 1998. 
However, starting March 31, 1999, the Commander required the military 
organizations to brief him with Y2K updates every 2 weeks. 

Y2K OPORD. The Commander, ALCOM, issued a Y2K policy memorandum, 
"Year 2000 Plan for Alaskan-Based DoD Military Forces," on March 16, 1999, 
to organize ALCOM Y2K work in the format of an OPORD. On April 30, 
1999, the Commander issued OPORD 5220-99, "Operation Millennium 
Challenge," to provide guidance and tasking to all DoD military forces in the 
ALCOM area of responsibility to prepare for the Y2K critical crossover dates, 
respond to Y2K-related failures in mission-critical systems, and conduct a 
thorough after-action review. ALCOM plans to conduct the Operation 
Millennium Challenge in three phases: prior to September 1, 1999; 
September 1, 1999, through March 31, 2000; and after March 31, 2000. 



Year 2000 Outreach Actions 

ALCOM had begun Y2K outreach coordination with civil authorities and other 
Federal agencies in Alaska in accordance with established Federal and DoD 
Y2K outreach guidance. 

Executive Order. Executive Order 13073, "Year 2000 Conversion," 
February 4, 1998, directed agency heads to assist and cooperate with State, 
local, and tribal governments to address the Y2K problem where those 
governments depend on Federal information or information technology or the 
Federal Government is dependent on those governments to perform critical 
missions. 

Deputy Secretary of Defense Policy Memorandum. "DoD Year 2000 Support 
to Civil Authorities," February 22, 1999, was the first in a series of policy 
memorandums designed to provide guidance to ensure that DoD would be able 
to effectively respond to the many and varied demands that may be placed upon 
it during the Y2K transition period. The memorandum stated that DoD is taking 
prudent actions to ensure its ability to meet its national security responsibilities 
and, consistent with those responsibilities, to respond to requests for assistance 
from both domestic and overseas civil authorities throughout the Y2K transition 
period. 

Some of the outreach actions ALCOM took to ensure Y2K coordination were: 

• hosting a Statewide Y2K Workshop and 

• coordinating Y2K issues with the State of Alaska. 

Y2K Workshop. On February 12, 1999, ALCOM hosted a Y2K workshop at 
ALCOM headquarters, Elmendorf Air Force Base, Alaska. The workshop was 
attended by representatives from ALCOM, USARAK, the 11th Air Force, 
Reserves, the Federal Aviation Administration, the Federal Emergency 
Management Agency, the Department of Interior, State of Alaska organizations, 
the Alaska Department of Emergency Services, National Guard and State 
militia, Alaska Public Utilities Commission, and local governments. The 
purpose of the workshop was to compare Y2K efforts among the Alaskan 
military organizations and their partners in the community at the local, State, 
and Federal level. 

Y2K Coordination With the State of Alaska. On February 18, 1999, the 
Commander, ALCOM, sent a letter to the lieutenant governor of Alaska 
discussing the sense of cooperation and the mutual efforts that had been initiated 
to solve the Y2K problem. ALCOM also invited the Alaska National Guard and 
the Alaska Department of Emergency Services to become full members of the 
ALCOM Y2K Executive Steering Group to discuss mutual Y2K efforts. 



Year 2000 Assessment 

ALCOM had identified 29 mission-critical systems and had determined as of 
June 4, 1999, that 24 systems were Y2K compliant. The five remaining 
automated systems were for heat, power generation, sewage, 
telecommunications, and water. Actions were ongoing to ensure compliance of 
those systems. In its management comments, ALCOM stated that it still needed 
to ensure Y2K compliance of the telecommunications and water systems. 

The telecommunications system is a command and control network backbone 
system that belongs to the 11th Air Force. The system supports the command 
and control function at Elmendorf Air Force Base, and is not being reported to 
the DoD Y2K Reporting Database. The water system is a potable water 
distribution system that belongs to USARAK. The system supports potable 
water at both Elmendorf Air Force Base and Fort Richardson, and is not being 
reported to the DoD Y2K Reporting Database. By August 30, 1999, the water 
system was determined to be compliant. ALCOM expects the 
telecommunications system to be compliant by October 30, 1999. 

Year 2000 Contingency Plans 

ALCOM had prepared Y2K contingency plans for all of its mission-critical 
systems and by June 1999 had exercised workarounds outlined in contingency 
plans. For example, in order to assess the viability of contingency plans 
developed for 22 mission-critical communications and information systems, 
ALCOM conducted a Y2K exercise on June 3, 1999. The exercise participants 
were: 

• ALCOM, 

• USARAK, 

• U.S. Naval Forces Alaska, 

• 11th Air Force, 

• Alaska Department of Emergency Services, 

• Alaska National Guard, and 

• Alaskan North American Aerospace Defense Command Region. 

Furthermore, ALCOM participated in North American Aerospace Defense 
Command and USPACOM operational evaluations conducted in February and 
April 1999, respectively. 



Prioritization and Coordination of the Year 2000 
Contingency Plans 

ALCOM had not yet fully identified and assessed the resources required to 
implement workarounds for the Y2K contingency plans of all ALCOM 
functional elements or DoD organizations and, as a result, had not initiated 
plans to prioritize and coordinate those resource requirements should resources 
prove inadequate. 

For example, ALCOM contingency plans identified six communications systems 
for use in workarounds in case one or more of the 22 mission-critical ALCOM 
communications and information exchange systems failed because of the Y2K 
problem. The six systems were: 

• Automatic Digital Network, 

• Commercial Telephone Line With Secured Telephone Line Unit and 
Fax, 

• Defense Switched Network With Secured Telephone Line Unit and 
Fax, 

• High Frequency Telephone Line, 

• Secret Internet Protocol Router Network, and 

• Unclassified but Sensitive Internet Protocol Router Network. 

The following table shows how many of the 22 ALCOM contingency plans 
designate those systems for either primary or secondary use in workarounds. 

Communications Systems Designated as Workarounds in 
ALCOM Contingency Plans 

Primary Secondary 
Svstems Workaround Workaround 

Automatic Digital Network 5 0 
Commercial Telephone Line With 

Secured Telephone Line Unit and Fax 2 7 
Defense Switched Network With 

Secured Telephone Line Unit and Fax 7 12 
High Frequency Telephone Line 0 1 
Secret Internet Protocol Router Network 9 1 
Unclassified but Sensitive Internet 

Protocol Router Network 0 1 



Global communications systems may experience widespread infrastructure 
problems as a result of Y2K problems, within not only Alaska but throughout 
DoD, and may cause many commands to simultaneously implement workaround 
measures using the same systems. Therefore, ALCOM should not presume that 
all six communications systems would be available for use as workarounds for 
the period immediately following January 1, 2000. ALCOM should prioritize 
workaround requirements identified in Y2K contingency plans to ensure limited 
resources are allocated to its most critical missions, functions, and processes. 
Once prioritization of workaround requirements has been accomplished, 
coordination must be performed to reallocate available resources. 

ALCOM also needed to assess the viability of all of its Y2K contingency plans 
and coordinate requirements for other information-technology systems and non- 
information-technology systems for DoD organizations in Alaska. Specifically, 
ALCOM needed to fully coordinate and assess for simultaneous availability 
contingency plan workarounds. Some missions may be impaired if workarounds 
prove inadequate. The simultaneous execution of workarounds may cause 
multiple missions to be impaired, should there be insufficient resources to meet 
ALCOM critical mission requirements. 

Corrective Actions Taken by Management 

Following our interim briefings on the audit progress on June 4, 1999, to the 
ALCOM Y2K officer, ALCOM requested the Defense Information Systems 
Agency (DISA)-Alaska to verify that sufficient communications resources are in 
place for the ALCOM area of responsibility. Subsequently, on June 7, 1999, 
DISA-Alaska provided assurances that ALCOM had enough resources to 
support its Y2K communications contingency plans. In addition, ALCOM was 
in the process of establishing procedures to prioritize communications using a 
model concept known as "minimize." Minimize will be in place to control 
communications in all available media for any future contingencies, including 
possible Y2K events. In addition, during our briefings on initial audit results on 
June 8, 1999, to the ALCOM Chief of Staff, the Chief of Staff agreed to verify 
sufficient resources are in place and to establish priorities to provide for the 
accomplishment of critical ALCOM missions in other functional areas if 
workaround measures are needed simultaneously. 

Recommendations, Management Comments, and Audit 
Response 

Revised Recommendation. We initially recommended that ALCOM track and 
monitor the renovation of the noncompliant mission-critical system for water. 
As a result of management comments, we revised Recommendation A.l. to 
reflect the Y2K compliance status of systems as of August 30, 1999, and 
updated the report accordingly. 



A. We recommend that the Commander, Alaskan Command: 

1. Continue to track and monitor the renovation of the noncompliant 
mission-critical system for telecommunications. 

2. Finalize the prioritization and coordination of the workarounds 
outlined in its contingency plans to ensure that sufficient resources are in 
place for the accomplishment of Alaskan Command critical missions in 
other functional areas if workarounds are needed simultaneously. 

Management Comments. The Commander, ALCOM, concurred, stating he 
will continue to track and monitor the renovation of noncompliant mission- 
critical systems. He also stated that corrective actions had been taken to ensure 
that the Alaskan Command has sufficient communications resources to support 
Y2K contingency plans. He also noted that workaround system restoration 
priorities had been outlined. 

Audit Response. The Alaskan Command comments were sufficiently 
responsive. 



B. Status of the U.S. Army Alaska 
Year 2000 Program 
USARAK started its Y2K conversion effort late. As of September 27, 
1999, 57 of 62 required contingency plans had been prepared. Once 
prepared, USARAK will need to exercise the contingency plans. 
Further, USARAK needed to prioritize workarounds to ensure critical 
mission accomplishment if resources prove inadequate and coordinate 
workarounds outlined in its Y2K contingency plans to ensure sufficient 
resources are in place if simultaneous workaround measures are 
implemented. USARAK was significantly behind in its Y2K 
contingency planning, testing, prioritization, and coordination efforts 
because USARAK had not established a vigorous Y2K management 
program. As a result, the risk of Y2K-related disruption to the 
USARAK mission had not yet been sufficiently minimized. 

U.S. Army Alaska Year 2000 Assessment 

USARAK was significantly behind in its Y2K assessment efforts; it had not 
officially initiated formal Y2K efforts until March 1999. USARAK did not 
meet the established Y2K assessment deadline and the accuracy of its mission- 
critical system assessments was questionable. 

Y2K Assessment Guidance. DoD uses the Federal Government-wide 
five-phase Y2K management process stipulated by the Office of Management 
and Budget (OMB). Target completion date of the second phase, assessment 
phase, was June 30, 1997. At the conclusion of the assessment phase, OMB 
required identification of mission-critical systems and assessment of each system 
for Y2K compliance. 

Mission-Critical System Identification. USARAK completed its identification 
of 72 mission-critical systems on March 31, 1999. Subsequently, as of 
September 27, 1999, USARAK showed only 62 mission-critical systems. Ten 
of the 62 mission-critical systems are unique to USARAK, as opposed to global 
Army or DoD-wide systems. The 10 USARAK-unique mission-critical systems 
are reported to the USPACOM Y2K Reporting Database; while the 52 global 
systems, which are also part of the USARAK identified mission-critical systems, 
are reported by the program managers or system owners of those global systems 
to the DoD Y2K Reporting Database. 

Mission-Critical System Reporting to the DoD Y2K Database. The Assistant 
Secretary of Defense (Command, Control, Communications, and Intelligence) 
memorandum, "Year 2000 (Y2K) Compliance-FY 1999 Reporting 
Requirements," September 23, 1998, states that the Military Departments, the 
Commanders-in-Chief, and the Defense Agencies are responsible for consistent, 
accurate and timely submission of Y2K information to the DoD Y2K Reporting 



Database. Those organizations are to input information concerning their 
mission-critical systems directly into the DoD Y2K Reporting Database. 

USPACOM developed its own Y2K database of theater mission-critical systems, 
since data fields do not exist on the DoD Y2K Reporting Database to identify 
users of systems. USPACOM required its headquarters, sub-unified, and 
Component commands to report their unique mission-critical systems to the 
USPACOM Y2K database. Using that information, USPACOM determined 
which theater-unique mission-critical systems would be reported to the DoD 
Y2K Reporting Database as mission-critical for the Pacific theater. Currently, 
USPACOM reports 10 mission-critical systems to the DoD Y2K Reporting 
Database, although USPACOM has over 900 mission-critical systems shown in 
its own database. However, USPACOM did not report any USARAK-unique 
mission-critical systems as theater mission-critical systems. 

Accuracy of the Y2K Assessment. The accuracy of USARAK assessments 
may be questionable. USARAK reported, as of March 31, 1999, that of 72 
systems, 52 were Y2K compliant and 20 were not. However, the accuracy of 
the individual system assessments was questionable. For example, USARAK 
assessed the Departmental Local Area Network communications system as 
mission-critical and Y2K compliant. The system is owned by USARPAC and 
comprises Government off-the-shelf and commercial off-the-shelf equipment and 
software. However, USARAK did not know the Y2K status of that equipment 
and software. USARAK should have obtained Y2K information on the system's 
components in order to verify its assessment. 

Compliance of Mission-Critical Systems. USARAK reports show progress in 
the renovation of mission-critical systems. One mission-critical system, the 
truck radio system for Fort Richardson, was still reported as non-compliant as 
of September 27, 1999. 

U.S. Army Alaska Year 2000 Contingency Plans 

USARAK was significantly behind in its Y2K contingency planning efforts. It 
had not met the established DoD contingency planning deadlines and may not be 
able to adequately complete and exercise its Y2K contingency planning efforts 
by January 1, 2000, unless more vigorous Y2K efforts are implemented. 

Y2K Contingency Plan. The DoD Management Plan states that two types of 
contingency plans are required as part of the risk management program to 
mitigate the impact of Y2K problems: system contingency plans and operational 
contingency plans (also referred to as continuity of operations plans). 
Contingency plans are required for all systems, regardless of whether a system 
is Y2K compliant or not. Further, the DoD Management Plan required that 
DoD Components: 

10 



• complete mission-critical system contingency plans no later than 
December 30, 1998; 

• complete operational contingency plans by March 31, 1999; and 

• exercise all plans by June 30, 1999. (The Army Chief Information 
Officer established a target date of September 30, 1999, for all plans 
to be exercised. In addition, the Army directed its components to 
provide unclassified mission-critical contingency plans to the Army 
Y2K project office by April 30, 1999.) 

System Contingency Plans. System contingency plans detail the 
procedures necessary to restore a system in the face of all anticipated and 
unanticipated Y2K disruptions. System contingency planning is a chief 
information officer responsibility. 

Operational Contingency Plans. Operational contingency plans detail 
the procedures by which the mission or function supported by the system(s) will 
be continued during any prolonged disruption of that support. Operational 
contingency planning is a chief executive officer responsibility. Operational 
contingency planning also encompasses different levels of planning: system- 
level planning and organizational-level planning. 

• System-level planning contains the planning necessary to continue 
operations when the support from a single system or group of closely 
related systems is disrupted. Such planning would generally include 
highly detailed procedures for effecting any workarounds, including 
lists of resources, training, and other necessary items. 

• Organizational-level planning contains the planning necessary to 
continue the primary mission or function of the organization when 
any of the supporting mission-critical systems are disrupted. 
Organizational-level planning is performed by both operational and 
support commands. 

Programmatic Contingency Plans. Another type of contingency 
planning plays a key role in the DoD Y2K risk management program. Systems 
under renovation or under development as replacement systems are required to 
have programmatic contingency planning documented in the risk management 
program or as a stand-alone document. Such planning would generally include 
the alternative actions that should be followed in the event that the 
implementation of the renovated or replacement system is not completed before 
January 1, 2000. 

Y2K Contingency Plan Validation. In order to assess contingency plans, they 
must be validated (exercised) to ensure alternatives are realistic and executable. 
In addition, contingency plans should be reviewed regularly and modified, if 
required. Conditions change, and contingency planning documents should be 
dynamic to meet current threats. 
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Contingency plans are verified primarily through exercises. These are not 
pass/fail exercises, but rather a structured process to validate the information 
and procedures contained in the plan. 

Types of Contingency Plan Exercises. Three types of exercises are available 
to verify the viability of contingency plans: tabletop exercises, procedure 
verification exercises, and actual operations exercises. Requirements for 
exercising contingency plans vary. 

Tabletop Exercises. A tabletop exercise is a structured and facilitated 
discussion of all actions to be taken in response to an exercise scenario. 
Tabletop exercises may be used to select the procedures adopted by the 
contingency plan. The exercises normally involve selecting a wide range of 
participants so that all users, support staff, and administrators are represented. 
Tabletop exercises provide the big picture, with discussions encompassing the 
entire group. Tabletop exercises cause no interruption to an operating system 
and may be conducted at relatively low costs. 

Procedure Verification Exercises. A procedure verification exercise 
includes a review of the operations in the contingency plan to verify that they 
support the recovery strategy. Procedure verification exercises offer the benefit 
of conducting the exercise in a continuous fashion, using multiple teams if 
desired. The exercises provide minimal interruption to a system and may be 
performed at relatively low costs. 

Actual Operations Exercises. An actual operations exercise examines 
the full range of procedures followed when selected systems are disrupted. 
Actual operations exercises offer the greatest opportunity to conduct training 
and raise the level of confidence in a contingency plan. They provide the 
greatest degree of assurance that the contingent actions will work when 
required. 

USARAK Contingency Plans. USARAK had not prepared all required 
contingency plans by the established DoD deadlines. As of June 4, 1999, 
USARAK had prepared contingency plans for only 38 of its then 72 (now 62)* 
mission-critical systems. 

In addition, some of the contingency plans did not include operational 
contingency plans. We selected 10 of the 38 contingency plans for our review. 
However, USARAK could only provide 5 of the 10 contingency plans. Three 
of those plans did not include USARAK-specific operational contingency plans. 
Furthermore, for one mission-critical system, the Lightweight Tactical Fire 
Direction System (LTACFIRE), USARAK officials stated that a contingency 
plan was not being developed because the system was Y2K compliant. The 
LTACFIRE is a legacy system that is scheduled to be replaced in March 2000 
by the Lightweight Computer Unit system. During a 2-month period (from 

'On September 27, 1999, USARAK reduced its mission-critical systems by 10 and reported only 62 
mission-critical systems. 
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January 2000 to March 2000), LTACFIRE would still be used until the new 
system comes on line. USARAK needs to develop a contingency plan as 
required by the DoD Management Plan. 

The USARAK Y2K coordinator informed us on June 1, 1999, that USARAK 
would prepare the remaining contingency plans and exercise them through an 
actual operations exercise by the established DoD deadline of June 30, 1999. 
As of September 27, 1999, USARAK had prepared 57 contingency plans. 
USARAK may not be able to adequately prepare and exercise the 62 
contingency plans by January 1, 2000, unless vigorous Y2K efforts are 
implemented. 

Prioritization and Coordination of the Year 2000 
Contingency Plans 

USARAK Y2K program management had not developed plans to prioritize and 
coordinate Y2K workarounds. As discussed in finding A for ALCOM, 
USARAK needed to prioritize workarounds to ensure critical mission 
accomplishment if resources prove inadequate and coordinate workarounds 
outlined in its Y2K contingency plans to ensure sufficient resources are in place 
if simultaneous workaround measures are implemented. 

U.S. Army Alaska Year 2000 Efforts 

USARAK was significantly behind in its Y2K contingency planning, testing, 
prioritization, and coordination efforts because USARAK had not established a 
vigorous Y2K management program. 

USARAK, according to USARAK Y2K officials, was behind in its Y2K efforts 
because it had not received formal Y2K program guidance or instructions from 
USARPAC, operational higher headquarters of USARAK. In response to 
Inspector General, DoD, Report No. 99-126, "Strategic Communications 
Organizations," April 6, 1999, USARPAC stated it had closely monitored and 
assisted its subordinate commands' Y2K efforts. In addition, USARPAC stated 
it had developed and disseminated a Y2K planning guidance document on 
January 16, 1998. Furthermore, guidance was provided by messages, letters, 
and email. 

In addition, according to USARAK Y2K officials, USARAK had not officially 
initiated formal Y2K efforts until March 1999. Efforts were initiated at that 
time in response to a March 16, 1999, Commander, ALCOM, memorandum 
that tasked USARAK to publish a Y2K OPORD to supplement the ALCOM 
OPORD. 

13 



As a result of the delayed Y2K efforts undertaken by USARAK, the risk of 
Y2K-related disruption to the USARAK mission had not yet been effectively 
addressed and minimized. 

Management Comments on Finding B and Audit Response 

Summaries of management comments on the finding and our audit response are 
in Appendix C. 

Recommendations, Management Comments, and Audit 
Response 

B. We recommend that the Commander, U.S. Army Alaska, immediately 
implement vigorous efforts to: 

1. Verify the accuracy of year 2000 assessments of mission-critical 
systems. 

Management Comments. USARAK concurred, stating that it will increase its 
monitoring of risk assessments as provided by the individual Program 
Management Offices, which are responsible for risk assessments, not USARAK. 

Audit Response. USARAK has misinterpreted our recommendation. We did 
not discuss in this report the monitoring of risk assessments. We stated that 
USARAK should verify the accuracy of its Y2K assessments of mission-critical 
systems. This includes verifying the Y2K compliance of: 

• the commercial-off-the-shelf and/or government-off-the-shelf systems 
by contacting the vendors and 

• USARAK owned unique systems and software. 

We request that USARAK provide additional comments in response to the final 
report. 

2. Develop and exercise year 2000 contingency plans for mission- 
critical systems. 

Management Comments. USARAK concurred, stating that it assumed this 
recommendation addressed system contingency plans and that USARAK would 
increase its monitoring of system contingency plans as provided by the 
functional manager. 
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Audit Response. The USARAK comments were partially responsive. As 
discussed in page 10 of this report, the DoD Management Plan requires two 
types of contingency plans to mitigate the impact of Y2K problems: system 
contingency plans and operational contingency plans. USARAK should develop 
and exercise both system and operational contingency plans for its unique 
mission-critical systems. In addition to monitoring system contingency plans 
provided by functional managers, USARAK should also develop and exercise 
operational contingency plans for those mission-critical systems that are owned 
by functional managers but used by USARAK. We request that USARAK 
provide additional comments in response to the final report. 

3. Prioritize and coordinate workarounds outlined in its year 2000 
contingency plans to ensure that sufficient resources are in place for the 
accomplishment of U.S. Army Alaska critical missions should workarounds 
be employed simultaneously. 

Management Comments. USARAK concurred, stating that it will continue to 
research and identify continuity of operations plans to see if the plans meet the 
Y2K operational contingency requirements. USARAK also stated it would 
develop specific Y2K operational contingency plans. 

Audit Response. We considered USARAK comments to be applicable to 
Recommendation B.2. Apparently, USARAK has misinterpreted 
Recommendation B.3. USARAK needs to first develop Y2K operational 
contingency plans. Subsequently, USARAK needs to prioritize and coordinate 
resource requirements of workarounds outlined in its Y2K contingency plans 
(both system and operational). We hope that this clarification is useful and we 
request that USARAK provide additional comments in response to the final 
report. 
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Appendix A. Audit Process 

This is one in a series of reports being issued by the Inspector General, DoD, in 
accordance with an informal partnership with the Chief Information Officer, 
DoD, to monitor DoD efforts to address the Y2K computing challenge. For a 
list of audit projects addressing the issue, see the Y2K web pages on the IGnet 
at http://www.ignet.gov/. 

Scope and Methodology 

We reviewed and evaluated the steps ALCOM and Component commands had 
taken to resolve their Y2K issues to avoid mission disruptions. Specifically, we 
evaluated ALCOM Y2K program management, the coordination of Y2K 
contingency plans by ALCOM for mission-critical systems, and ALCOM Y2K 
outreach coordination with civil authorities and other Federal agencies in 
Alaska. In addition, we obtained background information concerning Y2K 
coordination for forces deploying out of ALCOM for a future audit. We met 
with the Y2K focal points for ALCOM, USARAK, the 11th Air Force, and the 
State of Alaska to obtain and assess the status of Y2K efforts and coordination 
with local officials. We compared those Y2K efforts against criteria described 
in the DoD Management Plan. 

DoD-Wide Corporate-Level Goals. In response to the Government 
Performance and Results Act, DoD established 6 DoD-wide corporate-level 
performance objectives and 14 goals for meeting the objectives. This report 
pertains to achievement of the following objective and goal. 

Objective: Prepare now for an uncertain future. 
Goal: Pursue a focused modernization effort that maintains U.S. 
qualitative superiority in key war fighting capabilities. (DoD-3) 

DoD Functional Area Reform Goals.   Most major DoD functional areas have 
also established performance improvement reform objectives and goals. This 
report pertains to achievement of the following objectives and goals in the 
Information Technology Management Functional Area. 

• Objective: Become a mission partner. 
Goal: Serve mission information users as customers. (ITM-1.2) 

• Objective: Provide services that satisfy customer information needs. 
Goal: Modernize and integrate DoD information infrastructure. 
(ITM-2.2) 

• Objective: Provide services that satisfy customer information needs. 
Goal: Upgrade technology base. (ITM-2.3) 
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High-Risk Area. In its identification of risk areas, the General Accounting 
Office has specifically designated risk in resolution of the Y2K problem as high. 
This report provides coverage of that problem and of the overall Information 
Management and Technology high-risk area. 

Audit Type, Dates, and Standards. We performed this program audit from 
May through July 1999 in accordance with auditing standards issued by the 
Comptroller General of the United States, as implemented by the Inspector 
General, DoD. We did not use computer-processed data for this audit. 

Contacts During the Audit. We visited or contacted individuals and 
organizations within DoD and the State government of Alaska. Further details 
are available on request. 

Management Control Program. We did not review the management control 
program related to the overall audit objective because DoD recognized the Y2K 
issue as a material management control weakness area in the FY 1998 Annual 
Statement of Assurance. 
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Appendix B. Summary of Prior Coverage 

The General Accounting Office and the Inspector General, DoD, have 
conducted multiple reviews related to Y2K issues. General Accounting Office 
reports can be accessed over the Internet at http://www.gao.gov/. Inspector 
General, DoD, reports can be accessed over the Internet at 
http://www.dodig.osd.mil/. Final reports related to our audit of "Year 2000 
Issues Within the U.S. Pacific Command's Area of Responsibility" are listed 
below. 

Inspector General, DoD 

Inspector General, DoD, Report No. 99-254, "Operational Evaluation Planning 
by U.S. Forces Korea," September 16, 1999. 

Inspector General, DoD, Report No. 99-245, "Operational Evaluation Planning 
at U.S. Pacific Command Headquarters," September 2, 1999. 

Inspector General, DoD, Report No. 99-163, "Host Nation Support to U.S. 
Forces Korea," May 17, 1999. 

Inspector General, DoD, Report No. 99-126, "Strategic Communications 
Organizations," April 6, 1999. 

Inspector General, DoD, Report No. 99-125, "U.S. Forces Korea," April 7, 
1999. 

Inspector General, DoD, Report No. 99-086, "III Marine Expeditionary 
Force," February 22, 1999. 

Inspector General, DoD, Report No. 99-085, "Hawaii Information Transfer 
System," February 22, 1999. 
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Appendix C. Management Comments on 
Finding B and Audit Response 

USARAK concurred, partially concurred, and nonconcured with elements of 
finding B, "Status of the U.S. Army Alaska Year 2000 Program," stating that 
the report did not accurately indicate USARAK Y2K responsibilities and 
readiness. We examined the explanation for the USARAK position and 
concluded that it lacks merit. 

Management Comments on the Risk Assessment Responsibility. USARAK 
stated that the risk assessments for the critical systems are the responsibility of 
the Program Management Office. USARAK also stated that the report had 
made USARAK responsible for risk assessments when, in fact, it is not. 

Audit Response. We did not discuss in this report either the risk assessments 
or the responsibility for the risk assessment. We discussed the Y2K assessment 
phase that requires identifying and assessing each mission-critical system for 
Y2K compliance. USARAK should be responsible for the identification and 
assessment of its mission-critical systems for Y2K compliance regardless of 
system ownership. For example, USARAK should first identify the systems it 
considers mission-critical. Then USARAK should contact: 

• functional managers to assess the Y2K compliance of the systems 
owned by the individual program management office and 

• vendors to assess the Y2K compliance of the commercial-off-the- 
shelf and/or government-off-the-shelf systems. 

In addition, USARAK should assess the Y2K compliance of its unique systems 
and software. 

Management Comments on the System Contingency Plan Responsibility. 
USARAK stated that development of system contingency plans is the 
responsibility of the functional managers. USARAK is only responsible for 
operational contingency plans, which are essentially continuity of operations 
plans. 

Audit Response. We concur that functional managers are responsible for 
development of system contingency plans for those systems owned by the 
individual program management office. However, as discussed on page 10 of 
this report, the DoD Management Plan requires two types of contingency plans 
to mitigate the impact of Y2K problems: system contingency plans and 
operational contingency plans. In addition to system contingency plans 
developed by functional managers, USARAK should develop operational 
contingency plans for those mission-critical systems that are owned by the 
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individual program management office. Furthermore, USARAK should be 
responsible for developing both system and operational contingency plans for its 
unique mission-critical systems. 

Management Comments on the Operational Contingency Plan 
Responsibility. USARAK stated that the development of operational 
contingency plans is the responsibility of the using operational command. It 
stated that the Inspector General, DoD, should have confined its inspection to 
operational contingency plans and should have accepted, where applicable, 
existing continuity of operations plans as meeting the criteria for Y2K 
operational contingency plans. 

Audit Response. As discussed on pages 10 and 11 of this report, the DoD 
Management Plan requires two types of operational contingency planning: 
system-level contingency planning and organizational-level contingency 
planning. The existing USARAK continuity of operations plans may meet some 
of the DoD Management Plan requirements. However, the existing plans 
should be revised to include reducing the effect of Y2K-induced failures. 

Management Comments on the Y2K Assessment. USARAK nonconcured 
with the finding that the accuracy of its mission-critical systems identifications 
and assessments was questionable. It stated that fluctuations in the number of 
mission-critical systems were a result of changes in system prioritization and 
were not indicators of an accuracy problem. Since the audit, the Departmental 
Local Area Network had successfully completed two operational evaluations that 
confirmed its readiness. 

Audit Response. We agree that mission-critical systems should be prioritized 
for criticality within the universe of USARAK mission-critical systems and the 
decrease from 72 to 62 does not reflect an accuracy problem. The finding 
addresses the accuracy of the assessment. As discussed on page 10 of this 
report, USARAK assessed the Departmental Local Area Network 
communications system as Y2K compliant. However, it did not know the Y2K 
status of the system's components. Therefore, USARAK inaccurately assessed 
the system's Y2K compliance. We did not state whether the system's 
components would successfully complete the operational evaluations or not. We 
stated USARAK should have obtained Y2K information on the system's 
components in order to verify the accuracy of its assessment. 

Management Comments on the Y2K Contingency Plans. USARAK 
nonconcurred with our conclusion that USARAK will not be able to adequately 
complete and exercise its Y2K contingency plans by January 1, 2000, stating 
that USARAK had already taken steps to ensure contingency planning is 
completed and exercises are conducted well before January 1, 2000. 

Audit Response.   We consider our conclusion on the Y2K contingency plans to 
be valid. As of June 4, USARAK had prepared 38 contingency plans. During 
the period from June 4 through September 27, 1999, USARAK prepared 19 
additional contingency plans: an average of 5 plans per month. At that rate, 
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USARAK may have time to complete all 62 contingency plans but may not have 
time to exercise them by the end of December 1999, unless more vigorous Y2K 
efforts are implemented. 

Management Comments on the Prioritization and Coordination of the Y2K 
Workarounds. USARAK nonconcurred with the finding that USARAK had 
not developed plans to prioritize and coordinate Y2K workarounds, stating that 
USARAK had clearly stated and coordinated its workarounds within the 
contingency planning documents and the USARAK OPORD. 

Audit Response. We consider the finding on the prioritization and coordination 
of the Y2K workarounds to be valid because USARAK had not prepared all 
required contingency plans. USARAK cannot prioritize or coordinate the 
workarounds until it completes all required contingency plans. 

Management Comments on Y2K Efforts. USARAK nonconcurred with the 
report's statement that USARAK was significantly behind in its Y2K 
contingency planning, testing, prioritization, and coordination because 
USARAK had not established an aggressive and vigorous Y2K implementation 
program. USARAK stated that this statement does not accurately reflect the 
USARAK Y2K efforts. USARAK stated that the initial Y2K efforts focused on 
Information Technology Y2K hardware and software compliance and on 
infrastructure (non-Information Technology), such as power and water. In 
February 1999, the Y2K effort changed its focus to operational contingency 
plans and the USARPAC sent out formal tasking and guidance. In those 
instances where continuity of operations plans cannot address the Y2K 
operational contingency, USARAK will write specific Y2K contingency plans. 

Audit Response. We consider the statement to be valid because USARAK was 
significantly behind in its Y2K contingency planning, testing, prioritization, and 
coordination efforts. The DoD Management Plan required the completion of 
operational contingency plans by March 31, 1999, and exercise of all plans by 
June 30, 1999. USARAK has not completed the operational contingency plans. 
Accordingly, we concluded that USARAK had not established a vigorous Y2K 
management program. 
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Appendix D. Report Distribution 

Office of the Secretary of Defense 

Under Secretary of Defense for Acquisition and Technology 
Director, Defense Logistics Studies Information Exchange 

Under Secretary of Defense (Comptroller) 
Deputy Chief Financial Officer 
Deputy Comptroller (Program/Budget) 

Under Secretary of Defense for Personnel and Readiness 
Under Secretary of Defense for Policy 
Assistant Secretary of Defense (Command, Control, Communications, and 

Intelligence) 
Deputy Assistant Secretary of Defense (Command, Control, Communications, 

Intelligence, Surveillance, Reconnaissance, and Space Systems) 
Deputy Chief Information Officer and Deputy Assistant Secretary of Defense (Chief 

Information Officer Policy and Implementation) 
Principal Director for Year 2000 

Joint Staff 

Director, Joint Staff 

Department of the Army 
Assistant Secretary of the Army (Financial Management and Comptroller) 
Commander, U.S. Army Pacific 

Commander, U.S. Army Alaska 
Auditor General, Department of the Army 
Chief Information Officer, Army 
Inspector General, Department of the Army 

Department of the Navy 

Assistant Secretary of the Navy (Financial Management and Comptroller) 
Commander, U.S. Naval Forces Alaska 
Auditor General, Department of the Navy 
Chief Information Officer, Navy 
Inspector General, Department of the Navy 
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Marine Corps 

Commandant of the Marine Corps 
Inspector General, Marine Corps 

Department of the Air Force 

Assistant Secretary of the Air Force (Financial Management and Comptroller) 
Commander, U.S. Pacific Air Forces 

Commander, 11th Air Force 
Auditor General, Department of the Air Force 
Chief Information Officer, Air Force 
Inspector General, Department of the Air Force 

Unified Commands 

Commander in Chief, U.S. European Command 
Commander in Chief, U.S. Pacific Command 

Commander in Chief, U.S. Forces Korea 
Commander, Alaskan Command 

Commander in Chief, U.S. Atlantic Command 
Commander in Chief, U.S. Southern Command 
Commander in Chief, U.S. Central Command 
Commander in Chief, U.S. Space Command 
Commander in Chief, U.S. Special Operations Command 
Commander in Chief, U.S. Transportation Command 
Commander in Chief, U.S. Strategic Command 

Other Defense Organizations 

Director, Defense Contract Audit Agency 
Director, Defense Information Systems Agency 

Commander, Defense Information Systems Agency, Pacific 
Inspector General, Defense Information Systems Agency 
Chief Information Officer, Defense Information Systems Agency 
United Kingdom Liaison Officer, Defense Information Systems Agency 

Director, Defense Intelligence Agency 
Inspector General, Defense Intelligence Agency 

Director, Defense Logistics Agency 
Director, National Imagery and Mapping Agency 

Inspector General, National Imagery and Mapping Agency 
Director, National Security Agency 

Inspector General, National Security Agency 
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Non-Defense Federal Organizations and Individuals 

Office of Management and Budget 
Office of Information and Regulatory Affairs 

General Accounting Office 
National Security and International Affairs Division 

Technical Information Center 
Accounting and Information Management Division 

Director, Defense Information and Financial Management Systems 
Inspector General, Federal Emergency Management Agency 

Non-Defense U.S. Government Individual 

Lieutenant Governor, State of Alaska 

Congressional Committees and Subcommittees, Chairman 
and Ranking Minority Member 

Senate Committee on Appropriations 
Senate Subcommittee on Defense, Committee on Appropriations 
Senate Committee on Armed Services 
Senate Subcommittee on Acquisition and Technology, Committee on Armed Services 
Senate Committee on Governmental Affairs 
Senate Special Committee on the Year 2000 Technology Problem 
House Committee on Appropriations 
House Subcommittee on Defense, Committee on Appropriations 
House Committee on Armed Services 
House Committee on Government Reform 
House Subcommittee on Government Management, Information, and Technology, 

Committee on Government Reform 
House Subcommittee on National Security, Veterans Affairs, and International 

Relations, Committee on Government Reform 
House Subcommittee on Technology, Committee on Science 
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Alaskan Command Comments 

HEADQUARTERS 
ALASKAN COMMAND   (ALCOM) 

ELMENDORF AIR FORCE BASE,   ALASKA   99506 

AUG    9 1999 

MEMORANDUM FOR DOD INSPECTOR GENERAL 

FROM: COMALCOM 
9480 Pease Avenue, Suite 101 
ElmcndorfAFBAK 99506-2100 

SUBJ: Audit Report on Year 2000 issues within the US Pacific Command's Area of 
Responsibility - Alaskan Command (Project No 8CC-0049.08) 

1   I appreciate the constructive critique of Alaskan Command's Y2K management program 
recently completed by the DoD Inspector General Anytime expert eyes evaluate one of our 
programs we stand to benefit greatly. I concur with both recommendations as outlined in the 
draft report. 

2. As recommended, I will continue to track and monitor the renovation of non-compliant 
mission critical systems ALCOM has only two non-compliant mission critical systems 
remaining: Fort Richardson's water production plant, and Elmendorf s command and control 
network backbone. I previously took action to ensure renovation and fully expect certification 
by 30 Aug 99 and 30 Oct 99 respectively. 

3   Based on a preliminary recommendation and as noted in the report, I took corrective action to 
ensure ALCOM has sufficient communication resources within its area of responsibility to 
support Y2K contingency plans. 

4. I concur with the recommendation to prioritize workarounds to offset negative impact of 
possible simultaneous workaround failures. I previously took action on this recommendation by 
outlining workaround system restoration priority as depicted in the attached extract of ALCOM's 
OPORD 5220-99 dated 30 Apr 99 

5. ALCOM remains committed to a first-class Y2K preparation effort and is ready to provide 
any additional information or assistance. Please feel free contact my Y2K project officer, Lt Col 
Bill Turner, commercial (907) 552-2607, DSN 317-552-2607 or e-mail 
turner.william@elmendorf.af.mil as needed. 

THOMAS R. CASE 
Lieutenant General, USAF 
Commander 

Atch 
ALCOM OPORD 5220-99 (30 Apr 99) extract 

Guardian of the North 
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U.S. Army Alaska Comments 

DEPARTMENT OF THE ARMY 
HZMQUUnBIS.UJ.MU'TUAaU 

Mt*IO«*WOJ<»*>Vt'MM 
FONT ttCMtMH«. MMK* WIM ItM 

APVR-WK.P6-JC, 

MEMORANDUM 'THRU United Suits Atny, T»ri£c, ATTN: APCS (COL Tucker), 
FertSlMficr, Hewü96t5»-5J00 

K>KlnqptetorO*smd,Dcp«acatofIXf^,AXTN: SUton R. Yoaafr 
tfaaor. Rwdtoc» «dJLo»i»tig Support OUtciwt». WC»Anay Jtevy Dive. 
Affinsten, VUG»» 22202 

SUBJECT: V&AK^O^gmiaCemattb^VKit^t^oai)afJM&ofYt»2aOOtM*au 
Witt» the U3. ftwfic CoammtSa Am of lejpctaiWto - AUikw Connjttd(PlcJMtN6. 
8CC-C04S.W). 

1. Rtfcttn«M«nfwao^Offlo»ofü»Iaq**wOw«il,D^«lintrtorD^ 
•nbjoec dnft npst on AttdfcofYewiWO Isv With» Ac U.S. *«3&> CaaaaaifiAmor 
Rcspouiboiiy • AlkjkMCoomind (project Ho, ICC*»«»). 

2. Tl*USARAKcann*i»«»«6*«rfloDODIffidnft»u«l^^     Wore 
mpoodia8tctt»»*la»«i,lbcTC arxmc «.«ip»«iiain|teec«»«nditl*k»d^»«*lY2r 
req»aäbüitl«sö^ihoo»db»«ldr»md. 

t. USARAKta<b»ttgQadoon{>c«Meoi>«and(Ga^to(bBiucM)mlM 
ACCOM Midi» »der *»C9i»«lk«rteon*>i<prccW<*At«3M. USAKAKünbo»»** 
reborttiMU anaal (MSQ » USAXTAC aid h w**r ft. AdmWi«n*r»Ce«Qiiand7C»ntn>l 
(ADCOWADCCH^ofUSAXFAC TbMtbr«,USARAKh«d^i^6fna|talftBCtiOMl 
itsjttaslbiliti«. uj^AC;»i^ArXXW.}wTi1toXi»i|>oirfWWwte 
iDBB.tniaudaQiUiptefaoe. Bycxfca^teYZKliJaen*etjthi*TWeXarilKäL 

Mtal^nMt OIKq» (FMO), •». 3INCGARS ode HMumntt uo »» V» don» by CECOM.** 
PMO. 

c. Syitro writings pto du »tfciia^ tic tfatigpccii^^ 
«*. SINCOARS ^ystemi coaaafcaoy pltt» •» to dost by DSCOP5. Ö* ftnctiOMli 
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Final Report 
Reference 

APVR.RIR(3MC) 
SUBJECT: USAMKCo«iaaiMtCoiBmoiUoatetfmfti«partaaAudtiorYMr3(IOO 
Wiürin tie VS. PifciSe Cecoasnc?i Am of RajpowibUttjr • Altaian Coeamiad (Project No. 
ICC-OWfcOt). 

d. Operational c^nfaocyji^developfflemaj* the tee^^ 
BooäB«Ar|.,ifS^COAMWUhowwiUU8ARAXe(mtinu«loopex«ft. Tbiaif teeentiaUya 
eooiwaty of operstyn (COOP) taue «f wisch Y2JC b «i 

The DoOIO itjwrt hae made USARAK respoonbU for riik aacsiaaab) when, infect, it knot. 
beciUMitü&sPMO'nwpoiBibilJty «ndUSARAKiiaoUfcaPMO. The «port alto makes 
USARAK iwpowlbjU ft* cootingeaey plant, when, in fact, USARAK i» o»Jy «wjWMftk fof 
«p«Vioet(xi*iatmtyvlm*,^<butt*iteo^yCOOepliiu. Tb» fia*tiocttd proppoec*. 
*WAUSAilAKw^i»w»ponilbtafcrtW«Ö»«hfXofocrtlnj«pyp^^ 
eceiini"«ocypUn&. Viboththn^Htamnatt^aritcnucQtidara^plt&iUSAlt^KhuRO 
ooatrol WAFjU£f»ao«lycroBoin*t»ereiientk>ra]conn8g^ 
thete arc procedural (in natw». TtarfDf^tb<DDDICihguMWe«<«fbie4iUintp*ctiaato 
operational ooatingtfecy plux and rtwuld her« accepted, wbare U we»applic»Me,ex»»tIag 
w»iiiufcyofoc<eaa^pun*aitwetfrgitac»iterUf^ 

3.  fh^y H; *jt»^t rfft. tlmk«! Stf Ann Ahek» (PSARAIQ Year MOtt rreatram. 

Ifc*aAlCr.»m«li: USARAK P.WlfrKwnrrPBt wtti cottnert tbat fte PoP 10 Team 
«»HspMünoli^JKwmrindfcawtofUSARAK'iReÄliae«. Tamwaiaehan«eintae 
Offlee of ftin»yR;»pcoibüit7(OPR)trc0^lM to K^ Tie 
pmcca in wUc* Y2 K eotiou» wew handled with» USARAK, bothwhBeandKDOlM 
ttapoettbOHy awJ»ft»eo.\>enuy viadarDCSOVS, «wM have beeaaeoaged BeeeeOecfevaly. 
Hmnr, the «eil on» token by fee US ARAK T2K Tea», *« and »y«»» adwtaianetortto 
prepare tot fceraCInwuiticBhiY» beta weUeeonüaeed end« 

DoPIGStaler. ^USARAKWMw»o«b»beluB<JinteY2K«leetementeffort». USARAKdid 
Doc meet tter etteUi}hed Y2K ueettmeal deadline and 4» «wncjr pf *t «äeeicewritieii iy»utB 
iocatificatioBX tod aueeaneata we» qaaaeoabl« " 

it^«AKfim'infrH'n^K^ea,tmt^tl^w'noattaa*falB*l't'*'lf2K'    — - 
effort« m« did not (^«*abü*brime«r«»eTW«t USARAK did not meet the 
«rt»bliihedY2KA»W«nMatPhi»ec««pkti«id»»sofJone30,1997. HowamUSARAK 
HiBirrin wWl n"n Itv' *"*»"■ "■* ** ■mmaev of ia atjnioo-crhtoai ww 
idanUQcatMU and tucncaeati uc ejritiwiaMe. 

Deleted 
"identifica- 
tions and" 
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SUBJECT: USAlÜJK Command Comments on Ü» draft report CO Audit ofYeu 2000 IWIM 
Within the US. Paclfte Command's Ana ofKeapooelbUitr - Alaskan Command (TjojactNo. 
ICC-0049.0«). 

The fluctuations in tie number of Mission Critical Systems »jeaiesuKcfcbaBgosiDiystem 
pmritintnnandk^DotindKatonoruacounfiXfnvlem. The DoD 10 finding was based on 
th» U5ARAK Depwjraeuial Local Area Network (DLAN). TlxDLANhuMoesiwoeic&lly 
completed two OPEVAtS that conSaned in readiness. 

Daft PC Stares; «USARAK W» also significantly Mood is its Y2K cortinaaticy planning 
efforts. KrttW»otn^thecitaMisbjdDoDco»*injeacyplBnn^ 
to adequataly complete and exercise Its Y2K contingency piaminjeflt«te ay January 1,2000, 
unless aajfCBMve ask vifocoui Y2K eflbiu ue Itnpkoiedted." 

VaARAKCwmahK USARAKtJHB^^thoomn^fl^tb^areba^ft^^ 
Timeline fordavdp^neCorimfeney Pleai. TheU8ARAXOpei«60MOriai(OPORD)5220. 
puWi ibed in My 1989. talked alt Iks subordinate elements to prepare and test system and 
<1*fiadwwlrrT''ng4^ypi""(wfcarnmidplm)fcrMnaionCriticalSystems. USAKAKis 
making toed progress toward corapMng these raqntrenscnt IAW ALCOM guidelines. 

USARAKsHwoHmirs with tbaooranmri they will not be abU to adeipaaatyeotapleteand 
exerciseit»Y2KccafimeoBcypltanJBgeffortsby Janauy 1.2000. USAKAKbatalready«dean 

USAKAK pubtiÄedioi own Y2K Operation» Order m *■> 1999andisaafcir«Bitistactoty 
peot^samrncetraf anofAIXOM'sYZK.Ooels. AB«iborfnwte»toafap»edueb»j 
ooabjuontyplaiuebllMtlrmisalaB-eritlcalystaau. USAKAK vaüdstedsoineci'these 
eottfagaii7plMisbT<hi3)iBHl»»»AX.COMY2KCPX. Tl»reatofihesep»au*waibe 
validated in axarsbae conducted In late rammer and ■ 

Ceanttaatkw and firtoritoflea ef ft» Year 2W0 WettaWM*. 

EfJBjaSlUBI-nllSARAi; Y2K program ia«aaj«Bentl^BÄdev»toBadi*amtoeoe»ifieate 
aadprieritiM Y2KVoAa»»aBd..." 

USAftAKCiamtri; USAÄAKiOaK«Kmwl&I>oDIO«b^««nt*BtOSARAKb^Böt 
developed pia» to coordinate and prioritise Y2K Workarounds. Its» not clear a» to the 
JuatiaeatipnUwDO(^ 1CTea»wed »basethisfinding. USAKAK has otoerlystated and 
cooidiniled it* woriraounds »Wna eonttngeoe/ planning doaanaaajaaddnUSABAKOPOKD 
5220.99. 
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A>VR.WR(J6-5C)| 
SUBJECT: USAXAKC*twMrdComm»oMOfl^d^i»^o«AafiiofY«w3(WIww» 
Withla th. U.S. P*e«fc Command-i An «rRwjwmiWity . AJUilam Comm*nd (Project No. 
ICC-0049.0S).       ' 

VS, fumr Amia ym wcf tfert», 

tt«DICSl»lg; TaLAKAK<««pii«(a^vlidiMiniaVaKeoBUmei^p<«MiM.t^mg. 
eoonJiMtloa. and prioiftitatioa efforti twcaw» USARAK btd Dot tttiolifbtd an ttgrcMiv* cod 
vijoitju» Y2Km»wb«raioJpn>tTOa." 

USARAKdöesörtfcii» wilh UM DoDIO KKuatat btetUK It do« not «ocumdy «fleet ih« 
USARAK Y2K effort. Tie initial Y2K effort ftcuiid OB Y2K h*dw»r» iod ioftw«h) 
ccnpUiaeyM tin Ielbcmaiio* Technology (TO pcrtfos. TlwwwcenriedwttmmDOIMto 
DCHVlUvri. Tb«.o^p«t»a9rtMsWuiJiflbrt«ddit*»edth««^rc 
power.wat«,«la,^*ddnu^bytteiD<UUatlOBcec<imtadei>. Tbes» two bueHac efibrt* 
reached maturityiiiF«bn)aryl»9andi»OMriy complete. InFebniaryof l9»,thaY3C«Bbrt 
cJiwjjtd iis tben» wjojwratJccu ooaanjtncy plans tod the USARPAC DCSOW test out fcfnnl 
tasking «pd pidwcji. USAXAK (I oomndy »viewing its eontüwitjr of operations (COOP) 
plauioseeiriti»«{ipUc«W»loY2K. InteictDittacuwhaeCOOP eonnoiaddre»*theYZK 
C5««»k»»J«>cdi»^, USARAK wm writ« »f»ci&Y2Ko8^^ WtUntto 
context, USARAK to« not fixte«* «ay prabboi« in eca^faaiiH require» Ytt •rice» w»U 
before 1 January M» deadline. 

DoDICStatti: ^ai«ec«an^thatiJ»C«nunlS^U.S.AirnyAla«kAiB^^ 
Jxaplamcat egpoasiye and vj^orow efforti to: 

2. Deval«jias4 exercise year 20WwnSu««oe»ida» 

3. P«re^|BÄoe<ifmin»tJc«ofwcriarro»^ 
luffiownt >«ioufoe» at in plat» «ad to attblna priorities to provide lor tt» 
«eeotnpUthiaew of U.S. Army Alaska critleal mtawos." 

IflTnPftffflpinplr *-• t»ro«t> B-3 K>coaiwnida«»a»i COtfCUR 

HcconunoMlKKa >^-). USA»AK will lam»«« it» memtoriac: of risk «warna«*» «a 
ftvv^WtylhePffCJMnMiMfttJaitOffioe. Reboot!«.- The PiDiwn MeaagtmcBt Office it 
iwpoojJbk BIT ns*; sxscsamenis not USARAK. 

29 



APVH-RIR (36-5CJ 
SUBJECT. USAR/^CORni^Ciia(Mt«»oa<iwdiiftRpononAudftorYur2000Uww 
W«hia toe US. ftcUJc Coaasaoff An« ofRwpoonUUiy - Aiasfcm Cm«iodCPK>J«t*ta- 
ICC-0049J»). 

iB-Z. IKARAKkaiMri^astoihedintanaaebetwvaitlMi 
ncommeadMioa nd bu third noomoModatiaa. Howcvct U3ARAK«Miii>*»iluttM» 
rcc«niD*nd»<ic»«idJrawiy»»«n»coo<j^«j»jpU» If (hit «wmptjon U comet, «be« 
USARAK wfll ioontL hi ow*iiiofto| of«yHMa* coatiagMK^phMM provided tyO» 
httotioMl Kuaafer. ^attdwlK Syiwai twortiipify pto> m lb« mpooiMHir of the 
finetiOfrian^tr^dUSAKAKbMtetaciig^wBicv. 

facwMiwiAfeaPO. VSAItMlwffisortiDUtieMMviAMdidMüfyitf oo«imiitr«r 
«p«»ik>niptaMlD^ttlbeyu^«h*Y2Kopittü6e*e<»«i^^ Autqwred. 
USARAK^ldr^»p*elfcY2Kop«rid^ooBUotcoeypU«». USARPACUrewJj'IO 
pioviiU(»btnea«iiJaauri«quHt. Krtioaite OpaiUomcgatiacaxypbiistrctfaocmlnaK« 
rwpowürilitr«odUSJ»AAX »thei 

5. USARAXbccitf^tb«tkwMiB«etiUoftt*macilYÄ«awB^ 
woikdo^yMfMhAUX)MindU8AlPAClo«*wtooembrti«ifiom. 

(. tWmoTopottwIfiSrIfaiilEtieal*MtN«ywM.Mih»iioud,DSrJ(317)JM-T364. 
Cpn«MRW(907))l{i-73«4. 

FOR THE COMMAIJOZR.' 

ANTHONY M. COROAUB8 
COL, IN 
Actb«CH*forsi^r 
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